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Digital Safety Information

For most of us, the internet, social networks and smart phones are a way of life. Technology 
keeps us up-to-date and in touch with friends and family, and allows us to access information 
and organise our lives; however, if you live with or have experienced family and domestic 
violence, this same technology can put your personal safety at risk. 

The use of technology in domestic and family violence is increasingly being used by abusers 
to monitor, stalk, harass and intimidate. It is commonly called ‘cyber stalking’. The technology 
is easy to access and relatively cheap and you don’t have to be technologically savvy to use it. 
Monitoring and surveillance of computers, social networks and the internet can provide the 
abuser with access to your location and personal information. For example, an abuser can hack 
into your accounts by using or changing your passwords, or use GPS and spyware technology 
which can be downloaded secretly, or by using information you have inadvertently provided 
online, for example via social media posts.  

Be aware of your safety with technology, especially as your situation changes. Separation (the months 
leading up to and the months after) is the most dangerous time for women and children who have 
experienced Domestic and Family Violence. The abuse may escalate if the abuser feels they are losing 
control over you, or if you immediately and unexpectedly cut them off from access to you. 

If you believe that you might be monitored or stalked, trust your instincts. Use these safety tips to 
protect yourself and speak to a domestic violence counsellor. 

Remember: You may alert the abuser if you suddenly restrict his access

For Family and Domestic Violence counselling and safety advice, 
contact DV Connect:  1800 811 811 (24/7)

Keep records of abuse from emails, voice messages, texts and social media. 
This information may be used as evidence for a domestic violence 

protection order and/or criminal charges.
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• Apps on your device which you have not seen before or are unaware of their 
purpose. 

• Your phone is ‘acting strangely’ i.e. turning on and off, settings changing, excessive 
data use, battery running down quickly or apps opening automatically.  

If you notice…

Computer, Internet and Social Networks: 
• Consider using a private or safe computer (one your abuser is not aware of 

or cannot access). The safest option is to use the library or a trusted friend’s 
computer.  

• Be aware that banking records and phone bills contain information about your 
whereabouts, for example, where you shop and numbers you call. Stop using joint 
accounts. Change passwords for online accounts. Ensure bank statements or bills 
are not being sent to your previous address.

• Change passwords and privacy settings on all your electronic accounts, for 
example, banking, social networks and email. Passwords should not be easily 
guessed. Do not use the same password for multiple accounts. Change passwords 
regularly.  

• Consider creating new accounts for all your online activities (email, social networks, 
Centrelink, etc) and ensure you only provide new details to people you can trust 
will not disclose this information to the abuser. 

• Set security questions to prevent access to your account.   
• Change your security questions on accounts so your abuser cannot reset 

passwords. Make sure they will not know the answers. 
• Change your privacy permissions with Centrelink, Medicare and phone and utility 

providers. Often abusers are ‘nominated’ to have access to your accounts which 
contain information including address and contact details. Ensure your abuser 
cannot access these accounts. 

• Download and run security software and anti-virus applications, for example, 
Norton or AVG. Set your computer to automatically install updates to keep security 
software up to date.

• Google your name online to see what information is publicly available and which 
sites are allowing access to this information.

• Delete your web history after browsing the internet. If you have accessed 
information via the internet on domestic violence support, remember this can be 
viewed in the browser history. 

• Unexpectedly appears at places where you are.
• Makes comments or refers to information that they should not know, e.g. where 

you have been, who you have texted, called or emailed.     
• Has previously handled or accessed your phone, computer or device and/or knows 

passwords to phone, email, bank and social network accounts, e.g. Apple ID, 

If the abuser…

Warning Signs
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• Place a passcode on your device/s.  
• Change passwords on all accounts. If your abuser knows your Apple ID, they can 

use ‘Find My Phone’ to access your location. There are similar applications for 
android and other devices. 

• Be aware that any photos taken with your device can contain a ‘geotag’ (location 
information embedded within digital properties). Check and disable location or 
GPS settings on your device (see below). Avoid emailing or posting photos that will 
give details of your whereabouts.  

• Be aware that spyware applications can be installed secretly to record screen shots 
and access microphones and cameras to record you even when the device appears 
to be ‘sleeping’. 

• Turn off GPS and/or location and microphone settings in your device.
• Turn off Bluetooth and set your Bluetooth to ‘non-discoverable’.
• Before attending confidential appointments or meetings, turn off your device if you 

can, or put it in “flight mode”, e.g. legal and counselling appointments.
• Check the applications which are downloaded onto your device. Make sure you 

know the purpose of each application.  If you notice an app that you do not know, 
research what it does or uninstall it.   

Mobile Phones and Tablets:  

Social Media:  

• Access privacy settings and change who your audiences are on social networks you 
are part of. Limit people who can see posts and personal information. Limit the people 
who can tag you in posts and pictures on social media.

• Be careful of “mutual friends” on social media. Mutual friends may be able to view 
posts and access information. Change privacy settings to limit the access of mutual 
friends.  

• Be cautious when accepting new friend requests. Some abusers use false information 
or pose as a friend online to gain access.  

• Be careful when posting details of your activities and sharing your location. Do not 
post anything you do not want your abuser to know.  

• Be careful using chat or sessions which show that you are ‘currently active’ or logged 
on. 

• If necessary, you may need to un-friend or block someone to prevent them from 
abusing you. Most social networking sites allow you to ‘report’ a link that is potentially 
abusive. The host site will review the content and remove it if it is deemed to be 
breaching their standards. 

• Avoid using your real name or displaying identifying information when creating new 
accounts; for example, do not use a profile photo of yourself. 

• Be careful not to provide personal information when using online games or when 
communicating in gaming or online forums.
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• If you access the internet and log onto sites, for example social networks, online 
banking and email, make sure you log out of these applications each time you 
access them.  

• Call your mobile phone manufacturer or service provider for further information 
about location settings and third-party applications. 

• Consider purchasing an older style or inexpensive mobile until it is safe for you to 
use your smart phone again. You may be able to use an internet phone or Skype 
until it is safe. Consider changing your phone number.

• There are a range of cheap GPS/camera/recording devices used for tracking and 
spying. Devices can be small, wireless and difficult to find. Devices can be placed 
on or in an object, for example, a car or a child’s toy.  

• If you find a device you think may be for tracking or surveilling, contact the police.

Electronic Tracking Devices: 

Stalking is a criminal offence

If you are being stalked you can report it to police. If possible, provide records of emails, text 
messages, call records and social network posts. Police may request your phone to retrieve 
and download evidence.  

Domestic Violence Protection Orders

A Domestic Violence Protection Order (DVO) can help protect you, and your children. A 
DVO is made in the Magistrates Court. A DVO will include a condition that your partner or 
ex-partner is not to commit acts of domestic violence and to be of good behaviour. You can 
request specific conditions, for example, not to contact you or post personal information or 
images (e.g. ‘revenge porn’) online. DVOs can be made whether you remain in the relationship 
or have separated. You can apply for a DVO yourself, with a solicitor, or the police can apply 
for your protection if they have been called out during an incident of domestic violence
.
For further information, contact Women’s Legal Service: 1800 957 957, or Legal Aid Qld: 
1300 65 11 88.

If you would like more information about the use of technology in domestic and
 family violence and your safety, visit the following websites:  www.smartsafe.org.au 
and www.wesnet.org.au/safetynet. 


